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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INTELLIGENT DEVICE MANAGEMENT -
Part 2: Requirements and recommendations

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held responsible for identifying any or all such patent rights.

IEC 63082-2 has been prepared by subcommittee 65E: Devices and integration in enterprise
systems, of IEC Technical Committee 65: Industrial-process measurement, control and
automation. It is an International Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

65E/XX/FDIS 65E/XX/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all parts in the IEC 63082 series, published under the general title Intelligent device
management, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn, or

e revised.
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INTRODUCTION

The purpose of the IEC 63082 series is to define an environment that enables the effective use
of intelligent devices. The IEC 63082 series defines common concepts, terminology, and
management activities.

Intelligent device management (IDM) represents activities for managing intelligent devices
through the facility life cycle and does not imply a particular asset management tool or set of
those tools. Hardware and software tools are necessary to support work processes and
procedures, but specification of the tools is not a part of the IEC 63082 series. IDM is one of
many enterprise programs. IDM activities optimize the value from intelligent devices and
supports integration of data from the production level with business systems. IDM is consistent
with smart manufacturing initiatives.

Several stakeholders are responsible for delivering successful intelligent device management,
including engineering, procurement, and construction (EPC) business providers, system
integrators, suppliers, service providers and consultants.

The IEC 63082 series is not intended to replace or contradict other standards, for example
IEC 61511 series for safety instrumented systems and IEC 62443 series for cybersecurity.

IEC TR 63082-1 describes intelligent device management concepts and terminology necessary
for in-depth understanding and effective communication. It gives the basic concepts of how
intelligent devices can be managed and an overview of how this device management works
throughout the facility life cycle. IEC TR 63082-1 provides basic knowledge to understand the
concepts of intelligent device management necessary to implement an IDM program.

This document provides provisions (requirements and recommendations). Additional
information on why a requirement is given are provided in informative Annex A. The information
provided in IEC TR 63082-1 is intended to be useful as background material for better
understanding of provisions in this document.
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INTELLIGENT DEVICE MANAGEMENT -

Part 2: Requirements and recommendations

1 Scope

This part of IEC 63082 specifies requirements and recommendations for establishing and
maintaining intelligent device management (IDM) as outlined in [IEC TR 63082-1 in an enterprise
having one or more facilities.

The following topics are included in the scope of this document:

e optimizing functionality and performance of intelligent devices for their use;
e managing information related to IDM;

e integrating intelligent devices into industrial automation and control systems (IACS) in
facilities;

e exchanging information between stakeholders that achieve and sustain IDM;

e coordinating multiple asynchronous IDM life cycles.
The following topics are outside the scope of this document:

o defining and determining the function and performance of intelligent devices;

e defining and specifying technologies and tools that provide, preserve and manage
information related to IDM such as FDT, FDI, portable on-line and off-line tools,
configuration tools, historians, and maintenance planning tools;

o defining and specifying technologies and tools that are used to design intelligent devices;

e defining and specifying communication network architecture, communication technologies,
cybersecurity requirements, and network management requirements.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62381, Automation systems in the process industry — Factory acceptance test (FAT), site
acceptance test (SAT), and site integration test (SIT)

IEC 62382, Control systems in the process industry — Electrical and instrumentation loop check
IEC 62443 (all parts), Industrial communication networks — Network and system security

IEC TR 63082-1:2020, Intelligent device management — Part 1: Concepts and terminology
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